
Please be Aware of 
Fraudulent Requests 
for Medical Records.

Wellcare has been alerted that fraudulent faxes are being sent to our providers.

This phishing scheme involves faxing a Wellcare-branded medical record request to obtain member records and 
physician signatures. In some cases, these fraudulent faxes have been followed-up with harassing phone calls.

Please be advised that Wellcare will never request a physician’s signature when sending a medical records request.

How to recognize a fraudulent fax request.
Here are some things to look for when receiving a request for medical records (or any other protected 
information) seemingly from Wellcare that could indicate a scam request:

Requests for a physician signature. 

 Missing authorization number for the 
submission request.

Grammatical and/or spelling errors.

 Use of an outdated or skewed logo or other 
messy images.

  No explanation for the purpose of the request.

 Request records for just one visit or for 
members whom you have never seen.

 Invalid contact information, especially inactive 
phone/fax numbers that do not align with 
contact information listed on our websites, 
EOPs or billing manuals.

Please contact us if you are targeted.
If you believe you may have received one of these scam faxes, or ever receive other suspicious requests, please 
contact your Provider Engagement Representative or call our Fraud, Waste & Abuse hotline at 1-866-685-8664. 

We also ask that you save copies of any suspicious faxes (or other communications) that may assist us to investigate 
and take appropriate action.

  Thank you for helping us to ensure that critical data remains safe!

PRO_3021904E Internal Approved 03142024
©2024 Wellcare. All Rights Reserved. 3021904_NA4PCARFLYE


	Please be Aware of Fraudulent Requests for Medical Records.
	Wellcare has been alerted that fraudulent faxes are being sent to our providers.
	How to recognize a fraudulent fax request.
	Please contact us if you are targeted.
	 Thank you for helping us to ensure that critical data remains safe!






Accessibility Report


		Filename: 

		3021904_NA4PCARFLYE_Final_R.pdf




		Report created by: 

		Brett Troxler

		Organization: 

		Subatomic LLC




 [Personal and organization information from the Preferences > Identity dialog.]


Summary


The checker found no problems in this document.


		Needs manual check: 0

		Passed manually: 2

		Failed manually: 0

		Skipped: 1

		Passed: 29

		Failed: 0




Detailed Report


		Document



		Rule Name		Status		Description

		Accessibility permission flag		Passed		Accessibility permission flag must be set

		Image-only PDF		Passed		Document is not image-only PDF

		Tagged PDF		Passed		Document is tagged PDF

		Logical Reading Order		Passed manually		Document structure provides a logical reading order

		Primary language		Passed		Text language is specified

		Title		Passed		Document title is showing in title bar

		Bookmarks		Passed		Bookmarks are present in large documents

		Color contrast		Passed manually		Document has appropriate color contrast

		Page Content



		Rule Name		Status		Description

		Tagged content		Passed		All page content is tagged

		Tagged annotations		Passed		All annotations are tagged

		Tab order		Passed		Tab order is consistent with structure order

		Character encoding		Passed		Reliable character encoding is provided

		Tagged multimedia		Passed		All multimedia objects are tagged

		Screen flicker		Passed		Page will not cause screen flicker

		Scripts		Passed		No inaccessible scripts

		Timed responses		Passed		Page does not require timed responses

		Navigation links		Passed		Navigation links are not repetitive

		Forms



		Rule Name		Status		Description

		Tagged form fields		Passed		All form fields are tagged

		Field descriptions		Passed		All form fields have description

		Alternate Text



		Rule Name		Status		Description

		Figures alternate text		Passed		Figures require alternate text

		Nested alternate text		Passed		Alternate text that will never be read

		Associated with content		Passed		Alternate text must be associated with some content

		Hides annotation		Passed		Alternate text should not hide annotation

		Other elements alternate text		Passed		Other elements that require alternate text

		Tables



		Rule Name		Status		Description

		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot

		TH and TD		Passed		TH and TD must be children of TR

		Headers		Passed		Tables should have headers

		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column

		Summary		Skipped		Tables must have a summary

		Lists



		Rule Name		Status		Description

		List items		Passed		LI must be a child of L

		Lbl and LBody		Passed		Lbl and LBody must be children of LI

		Headings



		Rule Name		Status		Description

		Appropriate nesting		Passed		Appropriate nesting






Back to Top


